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First user opens First user 45 seconds to
phishing email opens email entirely encrypt
(average time)? attachment! an endpoint?
Attacker
sends
email N
= P | L}
00:00 01:00 02:00 03:00 04:00
Minutes
1. Verizon 2016 Data B hi tigati
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Security Professionals’ Greatest Concerns

Of the following threats and challenges, which concern you the most?

Phishing, social natwork explods, or
othar forms of social engineering

50%

Sophisticated attacks tamgeted

5 Targeted attacks directly at the organization o
-

Accidental data leaks by end users

Compliance who fail to follow security policy
I 21

Polyrmorphic mabwane thal evades
%' J__|.|' Advanced Threat signature based defonses. |
I

Ransormwvare or other forms ef exdortion
Ransomware perpetraled by outsiders
I 17

Data thelt or sabotage by malicious
insiders in the organization
I 167

. Attacks or exploits on cloud services, applications,
Cloud services or slorage systems used by my arganization
I e Source: Black Hat Survey, July 2017
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Business Email Compromise (BEC, H|Z=L|A O|H| & 2[¥) =4

CEO Fraud

ENT O
EACN 5 ~ /s
"2} Public Service Announcement [<rgk ) °::z'::':;:@' B I ec“eson
2 * - ”‘j and er:ealrlssof;‘nance ::::::T:‘r'\a'

X/
«‘F‘f} FEDERAL BUREAU OF INVESTIGATION

%EXP AL7]

May 04,2017 BUSINESS E-MAIL COMPROMISE
At il E-MAIL ACCOUNT COMPROMISE
e umber ]
e L THE 5 BILLION DOLLAR SCAM % %. BA
Payments Cybercriminal
campvom ses account is used to !ar\sfe«ed: receives money
employee email sendcn;;t‘;“e(rs s to cybeciror:ma\

- ZEY $5B /HX|9 &4

Fb

A8 &4

e AZ| AYEHA $132,000 &4
R — Ly =&

. . Compromised Recipients transfer Cybercriminal
employee account is payments to receives money
Difficult to detect — no attacet/U RL acd to requent SYpercnmnars
payment account

(@) TREND
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Malware

Employee A Employee B
A R e BEC/Fraud
o/ A2 ZY

o O|O| & A O|ESO] £2t2

Monday, 13 March 2017 at 8:01 PM
To: Transfer, Wire
&'+ = Wire Instruction.pdf (12.6 KB) | Preview

Please process this specific LOA write-off request in the amount of $120,200.39. Approvals attached and confirm with me once done
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Pre-execution machine learning — 2=
DES AIESHY o d M= 0| = B X[ MEEFA O H0| & ==
C

= A
U= AIZES ROIO|H HIE 2adas &Y

Sandbox analysis — H 22 HE[0SE A8 R g7 s
o o Hss
T =

otz =/ 100%
\4

Breach Detection Rate
- 2017 -

RECOMMENDED 4 years in a row
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* .EXE, .DLL, .JS, .JSE, VBS, .VBE, WSH, .P

wn
on

Edit Content Filtering Rule

Rule name: Quarantine message (attachment is executable)

Scanning Criteria
Attachment

File type: Contains selected file types

= ¥ Alltrue file types
=} Executable
COM
EXE
DLL
Java byte code (.cla; .class)
MSI

APK Action:
¥ Document

Actions

» IMAGE
» Media Send notification:
» Compressed files

Microsoft Windows shortcuts

Custom file extensions

exe x com x dl x  bat x js x jse x wbs x whe x wsh x

8 Copyright 2017 Trend Micro Inc.

Block and quarantine
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HU AR [kdhong@external.com  (kdhong@external. com)

G Bf= AtEh |krkim@internal.cu.kr

=l
3R |
H= It'”"MEILI Ch
——
= =M. zip (387kE) ﬁ
CHASHM 27

‘O
— = . . o
HEEI| YZ|test1 234 RO
ZEAFEFLICH
=
v
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B
@ High risk
o Low risk
@ No risk

¥

==
-0
om
22
cO



ot URL EHK| 1

-1 O
AN o] URLES #9lE A

_
« HAIX 22 28 oL 2} H=0| =2zl

Fie £t View Vindow Help x -6— ol " A Multivle Sandb
Home Tools Document a8 Q| @O [=]enesm  [an o] w B signin | o —r‘ —|—I — ultip! nabox
1= Create a Custom Virtual Analyzer Image
L T » o
Required Applications _ c';"?’l = A
——— » = e |
‘The Virtual Analyzer image requires the following necessary applications for threat "
analysis "
=" -V High risk
— -
TasLe F-1. Required Applications —______— "_,_— . g L
AL Descrwron e Ot & Low risk
- - .
Microsoft Office 2003, 2007, or 2010 == - - 0 No risk
-
Ensure that macros are enabled. See hiips / " <
suppor office.com for details. "_——
‘Adobe Reader e irs - U HAE M - http://www.eicar.org s
s - == 7
o 4 Trend Micro recommends installing the version of 3 _,—"' B TR we o 2 / ~ 0
Adobe Reader that is most widely used in your - — /
o L IIE Y
e ropighye by mimpe s TS B s aexox s A- BR sz gfn az =
2= ’
If you have Adobe Reader installed, check Preparing == /
Adobe Reader on page F-4 for details. If you do not /s
install Acrobat Reader, Virtual Analyzer does the e A krkiim@internal.co kr; ’
following: /
Atomaticolly instaks Foador 8; 6 and 100 sy | A% l ABA - htp.//www.elcar.org l BE L2 BIEN
all images W
Uses all three versions during analysis otuBlM Q7
ot N 2EH ARME A0l Y AT SHA Feo + e
resources.
If the image runs Windows XP, install NET ZEAREHLICY
Framework 3.5 (or later). S MR f
: =US Hy
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o URL A|ZFHAE &4 X EHTime Click Protection)
4 I

* Hundreds of millions of sensors

TREND MICRO e 2 trillion threat queries yearly
SMART Correlates files, IPs, URLs,
Protection vulnerabilities, and more
Network™

Blocks 250M threats daily

J

N T

URL rewritten —r=; I |

Email Gateway
IIIIII’ SaaS 7||:|} |}||OI EO}

HiE ArEXIE3E 28
2ol 322 Kt NZE RIS S3H B2 AT
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Behavior
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Al Z7[EBro] ALZ| O| 0 & (BEC) B X
Hot M ETo] M Tt R H S O &

VX

EXPERT
RULES

Routing behavior

Cousin domain

High-profile user similarity

Payment, PlI

Urgency

+{%@:}->

MACHINE
LEARNING

& 7S K|
A o2

shal: 78c2d89d0c7fd81122:




¥Gen

SMART: O| | €& 2=57| @Ist AlSH grof §] &) B LD

I I -
e A | e | e
AN A | A |
B <0<

. Sender Authentication & Reputation
Spam Content Analysis & Correlation

i Attachment Filtering & Content Filtering
" Anti-Malware & URL Reputation

oooooo@oooooo -BB---M oooooogooooooooooo
o "~
i Machine Learning (Anti-Malware) m
P \ 7anN 7anN 7anN "asN Tan / 4 :
° W i Machine Learning & Expert Sys (Fraud/BEC) .—J
°£D oooooooooooooo@ooo
—— | | . Y Document Exploit Detection / Macro Analysis A
= <A
Safe emails e00000000000000o0 ®o o Malicious emails
blocked
aIIo;/ved IR A i Sandbox Analysis R
o ° o i Real-time URL Analysis at Click Time °
° ° ° °
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Trend Micro Email Security




Email Security Portfolio
Protection for Office 365

J Office 365

Email Gateway - Saa$ Service Integration - SaaS

G Suite {g box

-
-

Email Gateway — SW
[Anti-Spam Appliance]

EEEEEEE

Advanced Threat Protection — HW
[Anti-A.P.T. Appliance]

Service Integration - SW
[Groupware/Messaging Anti-Virus]

f




Business Email Compromise/Fraud
Protection




W0 =70t AHE A=

Real

MWeed a same day payment of £22,110 made this
marning, let me know if you are available to handle
this now so i can forward details. Need it sorted
today.

Regards
Wilson

sent from my iPhone

Content word count: 37
shal: 78c2d89d0c7fd811223cabbal8850579c0e30cal

97% 2| AFE A7

From: Wilson Ceo <wilson_ceo@compony.com> e Sent: 2016/7/27 (A=) L 0455

To Sandra_Finance@company.com
Cc
Subject: URGENT

Need a same day payment of £22,110 made this
morning, let me know if you are available to handle
this now so i can forward details. Need it sorted
today.

Regards
Wilson

Sent from my iPhone

ContentBwvord@ount: B 7

shal: 78c2d89d0c7fd811223cab6al18850579c0e39ca9

1 =

O AIHTGE A O
= = T I:IAE|--
- Inspired elearning July 2017




MWeed a same day payment of £22,110 made this
marning, let me know if you are available to handle
this now so i can forward details. Need it sorted
today.

Regards
Wilson

sent from my iPhone

Fraud

Content word count: 37

shal: 78c2di89d0cTfda11223cabbal 885057 9c0elBcad

From: Wilson Ceo <wilson_ceo@compony.com> e Sent: 2016/7/27 (A=) L 0455

To Sandra_Finance@company.com

Subject: URGENT

&

Need a same day payment of £22,110 made this
morning, let me know if you are available to handle
this now so i can forward details. Need it sorted
today.

Regards
Wilson

Sent from my iPhone

ContentBwvord@ount: B 7

shal: 78c2d89d0c7fd811223cab6al18850579c0e39ca9




Wilson Ceo <wilson_ceo@company.com>
Sandra_Finance@company.com

URGENT

Need a same day payment of £22,110 made this
morning, let me know if you are available to handle
this now so i can forward details. Need it sorted
today.

Regards
Wilson

Sent from my iPhone

Sent: 2016/7/27 GA=) L4 04:59

@I

19

Content word count: 37

shal: 78c2d89d0c7fd811223cab6al18850579c0e39ca9
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Mail Content
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Received: from p3plwbeout05-06.prod.phx3.secureserver.net (p3plsmtp05-06-02.prod.phx3.secureserver.net [97.74.135.51]) (using TLSv1.2 with cipher DHE-RSA-AES128-SHA

(128/128 bits)) (No client certificate requested) by itf-01.company.com (Postfix) with ESMTPS id EOB9815FC65 for <Sandra_Finance@company.com>; Mon, 1 Aug
2016 05:47:42 +0000 (UTC)
Received: from localhost ([97.74.135.4]) by p3plwbeout05-06.prod. 25 Jul 2016 20:17:32 -0700

X-CMAE: v=2.1 cv=L/aTQoj8 c=1 sm=1 tr=0 p=i-petxfovf8A:10 a=glizh28+BKpT|
a=s5jvgZ67dGcA:10 a=WJA2BgnzfmMA:10 a=A7pwO9xP048A:10 a=IkcTkHDOf}
a=_W_S_7VecoQA:10

Message-ld: <08924520399f2e65d9e0753294fa8fa4@email05.secureserver.net>
User-Agent: Workspace Webmail 6.4.2

X-Domain: entraser.com

X-SID: Rhni1t00205rkERO1

Received: (gmail 15064 invoked by uid 99); 1 Aug 2016 05:47:42 -0000
Content-Transfer-Encoding: quoted-printable

From: "Wilson Ceo" <wilson_ceo@compony.com>
To: Sandra_Finance@company.com

:10 a=9cW_t1CCXrUA:10
z7yfcEeC:21 a=QEXdDO2ut3YA:10

R E RS

HEEl £: domain

Content-Type: text/html; charset="utf-8" 7C|-

X-Originating-IP: 154.118.71.165 N _715 % oy El Ol |:|-” ol E =|

Subject: URGENT

X-Sender: amina@entraser.com

Reply-To: "Wilson Ceo" <emailpresident2 @gmail.com>

Date: Sun, 31 Jul 2016 22:47:40 -0700

Copyright 2017 Trend Micro Inc.
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MEHel d=

Need a same day payment of £22,110 made this morning, let me
know if you are available to handle this now so i can forwarddletails.
Need it sorted today.

Regards AMNegs 8=
Wilson

Sent from my iPhone

Copyright 2017 Trend Micro Inc.
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Behavior
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Al Z7[EBro] ALZ| O| 0 & (BEC) B X
Hot M ETo] M Tt R H S O &

VX

EXPERT
RULES

Routing behavior

Cousin domain

High-profile user similarity

Payment, PlI

Urgency

+{%@:}->

MACHINE
LEARNING

& 7S K|
A o2

shal: 78c2d89d0c7fd81122:
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Real Email

Fake Email
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Real Email

Fake Email

SIS

A

ojn
Jo0 K
R
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Real Email

Fake Email

SIS

A

ojn
Jo0 K
R
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BEC EfX| &7

“You are here: Administration = Scanning / Analysis

Scanning / Analysis

Scanning / Analysis
High-Profile Users

¥ Virtual Analyzer

Overview Given name:* Middle name: Family name:*

External Integration

v Other Settings [] Given Name T Middle Name Family Name
File Passwords [ andy a wang
Smart Protection
[ Jeremy lin
Smart Feedback
YARA Rules Records: 1-2/2 10 perpage ~ 1|1
Time-of-Click Protecfion
e T Internal Domains

Compromise Protection

Domain name:™

Domain Name T

trendmicro.ae
trendmicro.co.jp

trendmicro.com

O 0o oo

Records: 1-3/3 10 perpage ~ 1|1

27 Copyright 2017 Trend Micro Inc.




BEC Bf K| Al

Detected v ‘ Risk Level | Recipients | Email Header (To) Sender Email Header (From) Email Subject | ® | t | Threat Action
- 2017-08-26 19:11:58 Q test@trend com clo@trendmicro.com test@todd.com cxo@gmail com request ASAP I 0 Phishing: BEC_CEO-FRAUDERS | Quarantined
View in Threat Connect |View Scresnshot {Password: virus)
Overview Message ID: Deta“s
Inconsistent sender host names The Message-1D host name (trendmicro.com) does not match the From host name {(gmail.com)

Significant time gap dunng email mes Significant time gap (= 30.0 minutes) detected during emall message transit between hops (10.79.75.129 & 192.ddel) from time (Thu, 21 Jan
2016 20:55:50 -0800 (PST)) to time (Sat, 26 Aug 2017 19:11:57 +0000 (UTC)).

Inconsistent recipient accounts Envelope recipient (test@trend.com) is inconsistent with header recipient (cfo@trendmicro.com).

Short message body The body text or the HTML text of the email is short. The text length (43/80 characters, for body text/HTML text respectively) may suggest that
the email content has littie meaning.

Inconsistent host domains or unexper The sender host (192.ddei) belongs to a different domain from the sender account (cxo@gmail.com). This message may occur from an

unexpected server-side relay or forward
| (4] 1T1E SENUET NUSLL YL 0UEI1) DEIONYS 1O d UINLIETIL UOITIEAIN 1O N Senaer dCCoun iCaoi@aimdi.com ). 1ms message midy occun mom dn
I \L unexpecied server-side relay or forward. J
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