MS Azure ZHE0|A|2] Z| X9

st2Edcooaz

Satec oty



= X}

1. S0t EQI0|E

2. Deep Security 10.3

3. Azure 0| A Deep Security & &

4. Deep Security T+ ot

5. Azure E2t= ¢[ot DS 74 =7t 2ot
6. Deep Security &7t 270

Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Copyright © 2016 Trend Micro Incorporated. All rights reserved.




Hotot= MH S S 2M

rlr
fot

o] #7

[ ==

HP—— R o rcC
Microsoft Public = E|'-|-—
Hyper-V

* 7t MH
23|® AMH docker

4 Copyright 2017 Trend Micro Inc.



20174 29
20164 29

5 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



=L 2ot o g

’---------\

/¢ Cloud 7M€\

€ e

oK
e M

—_——

FO T
OF

1> T

HT
o
o \J

2

Public Cloud

Data Center

|
I
I
I
i
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
’----Irl----
I
I
I
I
I
I
I
I
I
I
/

Virtual System Physical System

o lExEe o owewm o N e _/

L T B B B R

6 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



7

Copyright © 2016 Trend Micro Incorporated. All rights reserved.



HEZL L|E 222 C X1H0| East-West £ OHS

ed.

rporated. All rights reserv

Inco

Copyright © 2016 Trend Micro

8



Shared Responsibility Model

On-Premises
Applications
Data
Runtime
Middleware

ofs

Customer Microsoft

/!

Kl
N
10
12
114
1L
4o

Cloud Service Provider ¢l

2t 23 https://docs.microsoft.com/en-us/azure/security/azure-security-management#security-guidelines

9 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Deep Security 10.3

Copyright © 2016 Trend Micro Incorporated. All rights reserved.




Deep Securityzh?

olO|E2|E0| ZE T80 CHs. AH/220|YE ES0| 2Rt B2t 7|52
X&St= All in One9| Hot X &

Olo]H Efdr 2] 9| Virtual Appliance 0 OIO|HE ¥4 E=
AT EQO{0f ofet O|3t ESXITHRIZ 23 Virtual Appliance 2
MHETHR E2 2o

_—\
. - vCloud Director, vCloud Air.
[;pg%\%ﬂf AA7ts ] [AWS, Azure®t CIH 7hs

J
g
a
Ol

11 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



= = O| 34 :
MHE =™ >4l Deep Security
MHE SN Ee oA T2 I3 (HHO|2A)&at O L|CH AMO|H 22
SAAe ChYot B2 AHE =8 L[Ct. Deep Security= O|2{ct
A”UM S 2t MHE 22T L LY.

Web AFO|E Q| %|okxiS
g P &7l Web AIO|E

|—|_ o M (SqQL oA

H| C1 7} CO,Q-J-LE

(@)

12

9|



Deep Security 7| =

FIX ol (7H4t ThxI)

r
L = 0|A{o| X|oFX S
Web O Z2|7|0] M2 = MES
KoLK S b WebO{S2|#|0]d E=
of Z2|#|0| M Hof Of Z2|#lo] A S ZIA|Zlst EH|
L J
HISIH S E5l0] 2HS OFEl ™ol
o 1= o O 12 i - - I _IIO'l — .
wg 7|38 A7 | o e Saan | %M E2I9 B0 v
=00 o
olHlES el < =3 ax PRy e |, DU, 09, A2z
=== Log | ti i itori Eo A HH7A 2 7F
S8XMom Ut og Inspection Integrity Monitorin SO| O|A HAZ ZIX|
SEIZE1H Hof o|l7} 22 B2 %iC
Application Contro| ~ HA7F S8 Z2HS AT

13 Copyright © 2016 Trend Micro Incorporated. All rights reserved.




Al)

CrE| ZHO(5

QrE| 2HI0 (*

\

N 1Y

- -
St

7|s0l 2

2T
N
<) RO RO RO

< ol Hokr J|o
N |FUHN

=

|

Of &t

—

=)

2l 7]

f

o
=

ot EHE A3|(WRS)2f
Z3|(WRS)O| E2tRE I

2219C H A8

FOf| 7| XH)

-
o
o

T A

TCUTPUTGtCUL AT TIEITIS TESTTVE

nero

TCHaT

H(Reputation) A{H|A]

—

Web EHEH2?
WebO| A 22| =
CHot AMAE O|A
E3C Ojo|3 29
OfLHRIL|CE

o

H

COPYNgIt

[Web

I

7



CHE| E A Of(

QHE| S Of ()

15

HH A
=0

&)

Document Exploit Protection
- =M FUFES T 2M o EX|
- =M FAHO| BRI E ZMIIYE Deep
Discovery Analyzer(DDAN)E &

Predictive Machine Learning
- HAMEd 75ez UE o4
Kt

SE oL EE - SHMA S

. 2NQ0lo| oSt WO K|

. UBB| BQE A|ESHe TEAAZ ZH|
S5
o

F

UAZ D2 Y

22 S HHIM
T2 AZ A

M| oy AR



H N
il g
| =<3 7|Ete
olHo == Y CHEO
| Ofgt AtLY LI ER A0 M
MHEZS| S48 U&=
arop et
N I /
YT
Deep Security2]
SAE 7|8 Eiol
JAN J\_ AN

16

Copyright © 2016 Trend Micro Incorporated. All rights reserved.




ot 54 Ijzls Aot ofst=

g m2I0| HoH (B0 HOIE)S
ATjx )

S NEEEE T
AZEs 1Y Ao
T o HAE FAS

Hag == AU

o Ao Mo =S
2AISHA| G7| M= 0f
HAS O A|AHOf
Jefo| ALY,

ZOIE 2:
Windows®2t Linux €2
OSH OfL|2f Chot
Of = 2| 02| ZtatuiX| 7t
EzC Oo|3 222

rd
rie o
bal
o
=O=I-
my
mjo
d0 |
=O=I-
x
rir
Hr
=]

17 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



1

DBAMH

A

=

Deep Security

SQL Server

IRl
oF
o

rr

2| (Windows Bt 82

A (WindowsEt sl &)

18




DBA{H

HI X7 | s
ON !

Deep Security
b I X|

» Time Line

Deep Security
7het IiK|

X 747< N
=l 2| A

19 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



=2 OS, DB Applicationoﬂ Chet

T I /

27 ZHAF (o) o o s 4700 21 =20t 2 0|83t 21
e LA 4 715 HIS

A% M

oH
[ = ol Q7 M
FXE O 54 T Aol c
1=

QIS 0l M

HEX Ol

ofl 24!

OS O|HlE 21, Syslog 2|0 Web A{H{L}
DB 52| 218 ZLHY & == USL|CH

20 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



27y BLIEZ

FEAd ZLEHE (H)

370 Web A{H

ALA|ZF 2t

—_ =

2AZO ot Al

B
§l0JEf 0|
]2l & 2|

JETEE:

=]
e 2!

o] (H—I'OEI =M Eil':':ll-), I:|E_‘|!EE|, E‘”xlﬁEEl,

=
EEA'”ﬁ %_o_l Eg‘s_l.% 7I-x| St A OlA

= T Nu=||—||:|'-



Of0

0|0

=233 Hof

S8=Z 27 X o{(0)

370 Web A{H

AE|s
g8z=27y
ENEH

(@)

H

= —_
_loA-” i_E % al- .-’h:::.-::;:lputeufdesk:op.-‘execulables
6 _g_ i E 1 EDH Change By Process
AI _6_H 7HI:||-x|_ Etl /bin/chmod
E o oH ;—I O| %_g_ Il.‘;r‘:a[rlge By User
A ELX| Ee

Change Event Time
May 5, 2016

s8LE1H

Xtch « DSA TAENAM AHEL|= %% ZTZ2OHS
et Aa mh ol HFOILﬂEIQr 2tol=2iz| 2o ZLEHY
Java, PHP, Python & &8 Web O{Z2|# 0|

Java, 1 ol . 3JO0|EB|AE / E
ofy 5ol ti - EA(ED) Ex 25 MY Its
22



0|0
Of0
L

=Sy

SSZ 273 Nof S5 U™
« DSA Of|M HZGAIS
&Mooz BL|E2
— 7|& CIHIEE| : ac.db Lt
» Deep Security Agent=
AT EQO0 Chor A7 &Y

274 AH
R
. CIMER|0| 9l Y T
e EC] SHAIS A T % Bl

ool sA|l H|

23 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Docker E2 -

&

S AEQ} Docker ZAH|O|HE

= I 3AZE0M atE 2o 7
Deep Security Al 2= 7|=2
SIAF M2
— O 10

HEIQI HS E Eg| 00|32 MH|A OFF|HHE ES

Docker ZAH|O|H &

docker o

24

Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Docker E2 4

. H{AI(QE| ER0f), S8Z2 U
0 74 M

- X-I J
IPS & 723 ZLHZE S &80ot0] WH|O[H 22t {4 &

B HE (dHolH 5)

o M
Deep Security Kl QUXHE/ 7L TH] (1PS)
0| 0| E(DSA) ofZa|# 0|44 oj =230 44
#HE| 0| ZEolH AN ZH Al
(¢l : MmysQL) (Gl : NGINX) BE(AM)

DSA= Docker Host0f] A %]

w)
(o)
(@)
a1
()
-
2
Rl

>

IJAXFC/ZHETX] ips) <« 23
Al (AM) . RAME nLEHY
S8=21% X|of 28=

DS 7Y REE . diold gl "o

=0

25 Copyright © 2016 Trend Micro Incorporated. All rights reserved.




Azure O A| Deep Security & &




Azure 2= ?let 471X TH

1. All-in-One E ¢}

3. Auto Scaling CH-&

4. Azure 22| 2= AT 2|




. Inbound TFErM Outbound T&r



seesads 30 oot 4ot IHE = 2R E W
trend.com

Web Server L Seivier
Server

Service Zone

Security Log System
Server Server Server

Management Zone Azure0f| CHst IDS/IPS Hj = =
Host 7|%t0| Xgtet

29 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



3. Auto Scaling L&

. BHOR S0fLtE JHYMHE tE0=
H9
e & 2K

— O L

ol =7
o EAI‘lO o

L

Auto Scaling

Jt

*

30 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



3. Auto Scaling EilS

» Auto scaling0f| & E @t Xt= Hi &

31 Copyright © 2016 Trend Micro Incorporated. All rights reserved.


https://youtu.be/JijLAzR6OKQ

4. Azure 2| &40t AHA|

» DSQ| Cloud Connectorl} ¢ A 5
taMH HEE HA|Ze = 57|53

e HOFME M. JHA|M St

- 10O I__I_

B
Cloud Connecter= & Deep Security Manager

Azure 7t MH ‘R 7}
Deep Security OfL| %{ 0
4

Copyright © 2016 Trend Micro Incorporated. All rights reserved.



5. Azure Security Center ¥ &

e Microsoft2}2| @2 MEL&ls E¢l, EZIE O0|AE&=

Azure Security Center Of recommended partner' =
E3tg|of 9|2
o d

AN O

Azure Security Center :

o TZHAO| BE Azure =0
CHot CH 2 NS

_ =TT

- S{AZE0 Ot 2tolE
EL|E—|E| AoH

. ZOIEl HOt 0|20 CHH

—

chA K| Yor ¥

33 Copyright © 2016 Trend Micro Incorporated. All rights reserved.






Deep Security &8 AEHE 49

Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Deep Security =8 HAEHE 8
=X EHA|

O O E{ H| O Manager Relay Agent Agent
AN = HX| AX]| kel

MM X8 U 29 oA

02
0
1
2 rE

36 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Deep Security &7+ 271




2+
(HAE) ZHcc 21 53 1 O 3
=N EINIES ver °
1587 V2 E MEe=E 35 3 ot

4 000+ customers
700,000+ VMs
in World Wide.

38 Copyright © 2016 Trend Micro Incorporated. All rights reserved.



Compliance Cj & (PCI-DSS)

PCI DSS Requirement Responsibility
Install and maintain a firewall configuration to protect cardholder data Shared

Do not use vendor-supplied defaults for passwords or other security parameters Shared
Protect stored cardholder data Shared
Encrypt transmission of cardholder data User

use and regularly update anti-virus software User
Develop and maintain secure systems and applications Shared
Restrict access to cardholder data by business need to know Shared
Assign a unique ID to each person with computer access Shared
Restrict physical access to cardholder data Cloud Provider
Track and monitor all access to network resources and cardholder data Shared
Regularly test security systems and processes Shared
Maintain a policy that addresses info security for all personnel Shared
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Gartner Magic Quadrant for

Endpoint Protection Platforms
January 2017

This graphic was published by Gartner, Inc. as part of a larger research
document and should be evaluated in the context of the entire document.
The Gartner document is available upon request from

https://resources.trendmicro.com/Gartner-Magic-Quadrant-
Endpoints.html!

Gartner does not endorse any vendor, product or service depicted in its
research publications, and does not advise technology users to select only
those vendors with the highest ratings or other designation. Gartner
research publications consist of the opinions of Gartner's research
organization and should not be construed as statements of fact. Gartner
disclaims all warranties, expressed or implied, with respect to this
research, including any warranties of merchantability or fitness for a
particular purpose.
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The MARKET LEADER

in server security for
7 straight years

Intel

Symantec

Source: IDC, Securing the Server Compute Evolution: Hybrid Cloud Has Transformed the Datacenter, January 2017
#US41867116
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